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Special Security Ins ection_ 25X1A5a1
25xiaset I |

|
Lhe dssistant Director, 080 S DATE: 20 September 1919
Chdel, Inipection urk Socurity
Chied, Inspection cranch

i 25X1A

AUTHOLLULY AL MISSLCN |

i |
1. Pursuant to oral instructions from the Chief, Inspection and |
Security, la special security inspection was made by ! 25X1AQ
on 1z and|l3 September 1949 of Security coauitions connected witbi: , a
the confidential contruacts of tlhe now being ; 1A
periorued | for Cla (OS0/Commo) under NWILCLy 2;5

j :
2. iy ‘iru;pr':c,:t,j_tm included the checlkdng and gbiervation ol the ;
contraclod's offices wnu plant with particalar referonce to tho
physical e}b‘pects and controls related Lo securlty and protection;
the checking oi the procedures ior selection and conirol of per-
sannel; and the checking of means amployed for the saleguarding of
classii’ieq information, documents and equipment,

4
I

. L 25X1A
Lo e [ - 1oc:tco in 2 comion [ *°

City vusiness section in two company—-owited three story uvrick-con=-
crete vulldings about thirty sears old. The total iloor area
covers JUOU square reet. licod ILoors and stairways present a
potential iire hazard, but present salety precautions are adequate
Lo-insure ‘the necessary wininwu protectione.

3. At the time of tnis inspection it was stated tnat [ NI
B os also employed in classified work lor the army and Navy

as well as CILA. manulactures standara conmunica~—
tions equipment and little or no development work is being per-
Tormed at wne present time. '

L Irst)eéi‘hiox'x disclosed the following deficiencics in the con~
tractor's, security procedures and program: ‘
i o
8. Yailure to saieguard classified material accoruing

To CIA regulations.

|
(L) Storage and maintenance of classiiied mixfteilmal
T in :

that an approved and required comuination locl

Pty [
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7.

contract wore disclosed as Iollowse:

/ o | E
'
|

c. There is apparent misunderstanding and I)Olp.Lé—leJ
on tie part ol e contractor reiuarding uru‘connei.

clearances in Lhab Lo conbracior has expected 16 Lo
inioraed when securily cledrances have boen (:(.)111}3.;1_0'i;ed.

dnd asswnes uWiat such clearanices will be based ol con-
|

plete invecligations.

Dericiencies which appear to ve

4. Absence oi proper ilocltrination of lie cozlf’c,l*acJ;,or
nstructions on security procedures ilor tie guidance ol
the contractor.
iy
b. lnadnuuato, conlused or uncooruinuted procodures wi
spect Lo personnel security clearances, in Lhatl om-

withdn CIA nertaining o

-l--,\'
=

regarding security saieguards and failure o issue wiltten

. th

pioyeou are pul bo work belorc or &g sool 4l Wlelr nuamec
are subndtted by the contractor ilor c'l carances; tlle clean-

wice io based solely on nawe checks regaraless of the

sensliivily ol the clasciided indornwetion to viulch the

individual will have access; uwie auployoe worils rox lou:
periods betore the clearance check 15 completow; ana <he
coniractor Ls not advised ol tne sccurity clearivice wniiese

1t is not granted. f

CONCLUS.LON

o s s bttt

:L-

-2

|
. » + I :
Tnere appears Lo be o definiie lack of coord m;LL,_un o1

part ol interested UlA offices and brauches in conheclion
persomiel security clearance procedures, insiruciing whe con-
tractor in Lthe proper use ol Cla addresses, and ilxiutz'uctin

contractor on security wand safepuards L,euu:ﬂl

RECOIL ML UATLTONS ¢

]

1.

activities
lorued wnd gulded in his efiorts to sclect, ciea
personcel and to safeguard adequately classiiied ...n.Lo“z“a tion,

Interested CIA offices or brenches should coordinate

documents, correspondence, related waterial wnd property.
this end 1t is rccommended that: :

a. ddequate procedures be establishiod i Lh reopect

k

|
) i
Indoctrination ol the conbracior regarding uocu ity safe-
cuards and procedures has veen inadequatie.

oL

Wi bl

.
o GLie
(3 L

their

o insure that the contractor is in uc.J.]_L cently in-
iana contiol

rec,
ERw)

to persomed security clearaices in order o felineats
clearly responsibilities of the contractor nu L,LA, o
speed up Uie process ol clearauces, & W pr rovide for

positive and promp't advices to _'tne con tracmr,
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c. There is apparent pisunderstanding and perplexdty
on Lue part ol bie contractor regarding pers nnel
clearanc¢es . in Lnab tie conbracior hos cxpected to be
inioraed vihen cocurity clearances have boen completed
and asstuges wWat sueh clearances will be baded on cou=
piele investigations. ’

i

7. Deiiclencies which appear to be within CIA vertaining to tiis
contract wore ulsclosed as iollows:
a. Apgence oi proper indoctrination ol uie contracuor
regarding security sateguirds and taijure lo issue wiliten
instructions on sccurity procedures lor the guidaiice or

tie conf tractor.

b. Inddequate, coniused or uncoordinated procciures wi.th
r ::;pccﬂ. Lo personucl security cledranced, in that em-—

ployees are pul Lo work Lelore or &8 Gooil ad el names
are sul‘fmit'teu by e contractor lor clo&raice; Llie cledar~
wice i based solely on nawe cuecks regardaless of the
sensitivity of the clasuiilcd inforaetion to vialch the
i_n(iivic[iuai. VALl hove access; the anployee voris ior loug ]
periods velore the clearance clieck is complctea; and whe
contbractor is not advised ol the security clearance unlese f
it 1 hot granted. ‘
| ,

l.
Y P———
CONCLUS LON !
L. Indoctrinabion ol tie conbiactor recarding security sale-
cuards and procedures hag veen inadequaie.

2. Thero '?;L;:l-,r_:u:x':,: Lo bo a dedunibe lack of coordinidion on Loe
purt ol dntercsted ULA olfices wid brawches in connechion witi
porsomel securdiy cledarsnce procelures, instracting whe con-
tractor in the proper use ol Cia aadresscs, and instructing toe

contractor on security nd saieruards gencrally.

-

ANCCLL Ao S o

1. Intercsted ULA ofiices or brinches showid cooruinate their
aciivities lo insure that the contractor is intelligently in-
Tormed and puidec in his efiorts to select, cliear anu control
persoruiel; and to safeguard adequately classiiied information,
documonts, correspondence, roiated waterial wid proportye 1o
this end 1t is recomuended thatd

a. Adeguate proceaures be establiched i Uil regpect
o p;’eruomw.L security clcarwices Lo order o dellneate
clearly responsibilitics ol the conbractor and CLi, . 1o
S‘pe'efd up the process ol cledrances, dnu w provide flor
posig‘bive and pronpt advices to the contractor.
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o clasgitied contirucls bo supplicd i Lo proneral
viribben nslructions vegaralng security sulopuards
it procedures and be indoctrinated Lhorein.

c. Tho contractor bo advised as to PrOper proceaures
I T O - P N . s A
wilhirespect bto wivalpging or Saleguaraing whe laentity

R K . do . 3 ’

ol Cld dn conmection with Toyiaty agrecments, ner-
l' l......—v K 12 K-S TS vy S by Py eaey T E A= . B

o mc}&llC_EO vonds wad any other lepal transaclions.

4. detion be talken to clear porsonnel Iisted in Yab &

Wio lave not aireauy veen cleared, ’
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